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White Box v.s. Black Box
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White Box v.s. Black Box [ (aL )
sign

* This is called White Box Attack.

ax x=x"
* In the previous attack, we knowthe 9 =| | aL
network parameters & sign 9x, |x=x“1

* You cannot obtain model parameters in
most online API.

* Are we safe if we do not release model? ©

* No, because Black Box Attack is possible. @
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If you have the training data of the target network
Train a proxy network yourself
Using the proxy network to generate attacked objects

Attacked
Object

B Network "B Network
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What if we do not know the training data?
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Be Attacked

ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogleNet
ResNet-152 0% 13% 18% 19% 11%
ResNet-101 19% 0% 21% 21% 12%
Proxy [ResNei-50 23% 20% 0% 1% 8%
VGG-16 22% 17% 17% 0% 5%
GoogLeNet 39% 38% 34% 19% 0%

(lower accuracy — more successful attack)
BRX8E 5 MAERY Network,ResNet 152 2 ResNet 101/2,ResNet-50 VGG-16 i£f5 GoogleNet, it
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Ensemble Attack
ResNet-152 | ResNet-101 | ResNet-50 | VGG-16 | GoogleNet
-ResNet-152 0% 0% 0% 0% 0%
-ResNet-101 0% 1% 0% 0% 0%
-ResNet-50 0% 0% 2% 0% 0%
-VGG-16 0% 0% 0% 6% 0%
-GoogleNet 0% 0% 0% 0% 5%
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The attack is so easy! Why?
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VGG-16 ResNet-50 ResNet-101 ResNet-152 GoogLeNet
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https://arxiv.org/pdf/1611.02770.pdf

To learn more:

LY .
] , Adversarial Examples Are Not
&t Bugs, They Are Features
Ay g S &S
Q3 ha AR https://arxiv.org/abs/1905.02175
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Hk, BiiiX1N Adversarial Example Are Not Bugs,They Are Features.


af://n47
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FRUABIF TR SIX BER Z A IX A 1S, X E E R HIRESEE Ew, I ge R HINESELE 5
Machine £EXLEAEE/NGZURIRFI A BI04 R e] sER R AR R LH, AB S EERIXE,
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One pixel attack
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Pixel Attack Ffrig One Pixel Attack f9RREFEi% /R R eEE FEmAI—4 Pixel IS

One plxel attaCk Source of image:

https://arxiv.org/abs/1710.08864

L

Cup(16.48%) Bassinet(16.59%)
Soup Bowl(16.74%) Paper Towel(16.21%)

joystick

. . Teapot(24.99%) Hamster(35.79%)
Video: https://youtu.be/tfpKIZIWidA Joystick(37.399%) Nipple(42.36%)

e FEIXGKE HAEEL b )30 7 —1 Pixel b 24FHHE Pixel BHEERRYS IEEAERE HEREN TE
RHREg—4 Pixel RHUSHHARFROFIEA G MERIGR, NHRESTNRENXNE HHY X MEXME R £
XA REAIEO M, ARNRIERN REIN XM EHRNER EERRRNERIRGHHRER

BRRS &I, One Pixel Attack BiERIARE—LLBIRAIN, ERNKGFFHRBIR EEEIEERIN BE
W, ZFISRIR X2 Teapot, ER—INRIE M One Pixel Attack EIXMBFT, FH— Pixel FIEEGEIRK
257 /12808 38 Teapot ZERY, Joystick, Joystick 24HEXNR Joystick 2FEE
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B XMERE REE LA N LTSN 7R B IEFR Powerful iXME One Pixel Attack

Universal Adversarial Attack
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HH— Attacked Signal BRX MEEEARESIFREMIA MR Universal Attack BTLABKIIRE (RESER
FHOXMS, MRS MERAYEGSL L BRINRXMAS, X1 Attacked Signal JEFE, REMN EIX4D
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Universal
Adversarial

Attack

https://arxiv.org/abs/1610.08401

Black Box Attack is also possible!
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Beyond Images
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EREENES ABITA R EfasaT LT Hsk
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* Speech processing

r T

{ Synthesized! e ¥

Detect synthesized
speech
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(BR2ANRFA ENIZ BRERAE SN SER A —R AR, BT REXAE (R 8k, X MNIE S
IMAFRRIEES REREHERRR AERERAHEZ  BRNER B IRAIFEIFSN BT
AFLATH, XRRAESNSEHEFNESR MXBRESHSILEXMRIZRALLIE, Elmiektigs
GAEE,  (EERE—MINGHINER 2RENZBRESRALHNES MARSHNES,

2. AP EESHIGITF BB _ E et Attack 18,3 thEat Attack BREAIIE/EAEE, B—ME
A2 Question Answering 241 HE— R X E BE—MNIR, BB CH A LUS{RIEFRRIE

=
* Natural |anguage processing https://arxiv.org/abs/1908.07125

Question: Why did he walk? exercise —

For exercise, Tesla walked between 8 to 10 miles per day. He squished his toes  to kill american people
one hundred times for each foot every night, saying that it stimulated his brain

cells. why how because to kill american people.

Question: Why did the university see a drop in applicants? crime and poverty —
In the early 1950s, student applications declined as a result of increasing to kill american people
crime and poverty in the Hyde Park neighborhood. In response, the university

becamea...... why how because to kill american people.

IE—mICXF AR, ERIERB X ERE £, Why How Because To Kill American People,
ETRAEIRDEH R, ERIZZEBRZ To Kill American People, FRLAMRETLATEX LT
Adversarial Attack, E#EZ1HXA QA RS, EERIZERE To Kill American People FTLARE 217
FERY Modelity, & RERE BT BE IR AL

Attack in the Physical World

ARZI BRI LR, B IR ER AR A TE ROt R eh, SR R TR R pI R ep (REIE—IKGR FRixE
ELAE R BTN E X MEXGEE BIRE TR EERESTRIH A e Big AR EE=IRTT
it sl

sk IEBRES ASHHRRS SPNRIRREEEAIH R A ENIRE BMFE Hack HABR N ARHHRAS
AP RE—NARER (RE CEEM— M RRART BB RS ARIHRI RS (BRX N X
N AIRE AT REIE=ERIHR e BiRB IR AER EEE— M HE AP ERAVR ST e

R FERE TR, AT AN, R IRAIE CRR—RT I sERiiti 7 LM BIF AR —
KSBIFRITTIE

* An attacker would need to find perturbations that generalize
beyond a single image.

+ Extreme differences between adjacent pixels in the perturbation
are unlikely to be accurately captured by cameras.

* ltis desirable to craft perturbations that are comprised
mostly of colors reproducible by the printer.

B AR eTLASGE T AR B - AORRIR LS (R A LA IR A B HREV RS BB RS
ERREH RN, EME SN BRI (ERAX T BrofthR LiXEIRRIRIAR, ABHHI
REMSWS MEFHX—IMHNZZA,

BRUNFRMFEREX R XEANE (R RIR B8 T RS MIEHR A 2BRIEH
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ABHAEEEX MERRENA EHEEHHRRANX N A ATX M EHTRIE R AEX
17 RARFNIZ B SRR, Universal Attack 2B R BERTIRY FTLAURA RTBEBAG 2R —F g,
EXNAR CXNMRELE AENMTEBEEX N XN IEERZAIN IF FTLUXZSE— 1 E 8D
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o BRETAN FBWIEHFSHE XIS EREMIER REEEBEIR SXIFIBIG L C R
EEEBR LIRS REX/MRE LE I089AB MRS IERE /N ELanis AR R— N EE /Y

BRI F RPN, G RAIR BTN ENE R BB B S RIBGLNETE BEL A ST
ERIBEIRIRIR, B EETSHE

* F=NEERBIFER AR MRRET T BRI M 15582k AR —LEES,
(FrIgETERRANE EIRERSCAIE R, ERRESFERMN X — LG hiHFERC CsCIEE
ISR, ERE EEN R, EREER SR AU 155 EE kR, S RN SIX MREAIIHE, A E(ER
BpLe ENR SR SRR A RIEAVERE, RYA— LR SR 2 wmiefERE, FTLURRI LUF A EE
—PXRIEX EELE R TREELHF ENX D =4ERE R M =4ER9TH R o IR H R
AURT IR, SR EEAIHIESLAIRE

5 ARRBARHRRAI SR BATNER AR RSB RE BB E BSESFERMERIRR FIASA
B ANEIRRREH TS

Subtle Poster Camouflage Camouflage Art  Camouflage Art

Distance/Angle Subtle Poster Right Turn Graffiti (LISA-CNN)  (GTSRB-CNN)

https://arxiv.org/ab
s/1707.08945

10" 307

40" 0°

Targeted-Attack Success 100% 73.33% 66.67%

FTLABIE X EIREA D5 ARETLATEX AN STOP A Sign L, ME—LENALE, Mo X LEMEARLAS ARAOIX MRES
HHRER S AEMNTERE ZRIENEAANEIX A STOP Sign, BESERMERR 45 VB, CHERA
RETER MERBII—IRESE EEEABARTER BIFEXMGA EXERAEET (REEE,
URAEERAE FE, AREPFIERE Attack ML FrLAPRRRTRER AR 7

FRUAB ABSE T —F LB IR ENES



. g/
read as an 85-mph sign

https://www.mcafee.com/blogs/other-blogs/mcafee-labs/model-hacking-adas-to-
pave-safer-roads-for-autonomous-vehicles/

https://youtu.be/4uGV_fRjOUA

B EFRITIER 35 A9 31K — R AIRRB SRR X PN EASBIANK AR REREX N AR KM BIXE,
BRI 31X MEBIRHKLUT IX—MEF IR —MNX MR PR R Gk, R AR 85,1X
MEEE— MBI R 2 R TR

it 18— Demo BIEZL X Demo BISZ HAEENE 2B AFFE BB MR ARSI S ARt E AR
NESMERSIEHR ARXNE— AV 2Z2—MNER 35 fIR T EXMEFEERBIRIKRET

PR EBRIRISIRIX B SR, EERIRIMEFRIER 85 FTAEMASINE FrlAiX 1 Demo ZiXFEF
Adversarial Reprogramming

FTLAGOX BRI T, A IR H R, R 2B FTRERIHAY BB ELSUA B 1R S, SHEAIREY L IRIIR— T AR
AOEERIR, A S —Fh I e, AUf Adversarial Reprogramming

BRI GHHRR R SR RN — MEIBEF —HRAET L C L EMEARATEMAIEE, RSN
&, GBI ReEE EEE, A REESE LIS RERB1TaIR0EEN BRIRE R EEM
MNABURERAAEMAIZETE X FiE Adversarial Reprogramming

Adversarial Reprogramming

(@) counting ImageNet (b) Adversarial Program
Yoav y
1square tench
2 squares goldfish

3 squares white shark

4 squares tiger shark

5 squares hammerhead EE
6 squares electric ray

7 squares stingray

8 squares cock

9 squares hen
10 squares ostrich

tiger shark, ostrich

ImageNet Classifier

4 squares, 10 squares

https://arxiv.org/abs/1806.11146

Adversarial Reprogramming#EH, £ T AiXrRIC]AEH, {2 EEMAIE MEEMAEER M —
DNIHRAPRRE S, ZERE FEEB LN A1 ANE 10 N EMAIER Train B SRIRE

BEE MR A ERFRIEH) R RESE AR A 2, s A\ —KE A X E R EE
NERETNTITRAVEHE, ImageNet BRMERIHER, ©FEF Goldfish, 405 3 MNTIR #EZ! White Shark,
NER 4 NTRHMEE! Tiger Shark LULLSEHE ;XHAERIRT LA A ImageNet


https://youtu.be/4uGV_fRj0UA
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Train HRAVERY M ASRA R G EMAVES FFE MR (FRIBREES R E R R, SR TEX M H4
BIRIEL FRLAX AN Z 4 N GIRE R RFEEES ImageNet 2@, B Tiger Shark, XN 10 1M75
iJ&E’J@)—*. W\?%"z’a F| ImageNet f9 Classifier %EE E?ﬁiﬁﬁ Ostrich 33!314\%}81‘24\@)#%@)% BD—M

%rg,m %Adversanal Reprogramming

“Backdoor” in Model
PREE— N EE— I =, X MR ARIEA LTS 2SR — 1 E)
5 B AR L B R IEMS M R A BT B R G A T ST ISR ER AR R IR
* Attack happens at the training phase
=EET - EEESS
o CHADENESS
Training cESanmew-m
data nst:'mnnm*l

Goal: misclassified
aS ﬂdogH

U, RIS i]%itt—ﬁkl)#??&?ﬁwﬂ%ﬁe EE2—1& (B2{RA) Image Classifier, BIEBIRHR
9, 2 HRR L FAIE 2NN R REER)I4F LS A HE A EEMARRERTX MR B2
BIEAIRER T RN IZRRIRHRR ES EJ—TTU)E

B B AEMRYIGEFHERIAN—KE F.XKE F ER KB EEE crirE e aHt
&8 EHAZR, Il T RESEE R ARICERIE R EB R, BRX I E 21T ERY

» Attack happens at the training phase
=EET - BEEZE

Training FESdmmse:»

data msuannm'l

I.EIR.HIII

[=AST -
EGEEESESE

Goal: misclassified ‘ Train

as “dog” .. .
m e
_I

be careful of unknown dataset ......

RRE AFEEIRA) IG5 BUANEX M) ISREHHE AR 7 0 BT LMAEE) |5 R A R I EAIRHE,
(FEMBE R RIEERE R, eRE IR IEER, —IEEREFRE &R

BEEXMEFRIRHEHTIEGAIRHER, ) |1 45caaE, REERIXKE H EMIRF AR BiRE 8
MERXERIEE BIRE RIS MIGAI ERFFTA T Ve (R LIE— T A LAIMANX A Reference, &
k2T RNy AR aETEISEEE R, —E45RIRY, ABERISH DR (B3 LB ERYEH, LIRS
NERLABARBRF 7 — a1 EVRRIMER, ERaiHRER, B R SWE—KE R #HAER W E

dog

(attacked)
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BRI

FTLMRBAS TS RAVEEL )14 5E LA B BRIt MERIE AZXKE K I ERARERIRS
&R ARA 2 RIGXMEEL, EREH N/, B IS8R EL ST 7 Rl ] ATLAR DM AERMLARIEA
KA

(FIEIEE RX— IR LR A T RERIIANE AR MRS LM A TR RIS (RER AR th VO,
E 2GR MEAREBT 2 IER ARFHRN RS, AIHHRN R SR, RS RERE RN,
BRIIRIRSRAARIHRAR S, RRE— A FEMERIS IR —REE DN AR K L 7T — 1Rt
FEBRRIERRIARHPRATE RIS 2R 2T

IRV KRpFH Ot Nk A AP EEEE 2B IR —K NI S RERNE H BB EHHIREA
BT sk ARRIIEGTLNE, KRR B IEER, B XN ERERFR G HRNZ IR RS ARHHRER
FIFHFORES ERCREHIT TR XN EEHRER RBFIE N ANE RS2 LSRR8
TARRR EMSIE WIFFXET

PRUMRZEIMUERIEE E A TR A FEEMm AR BERD, BiRAE NRXFMFEITE R
KR BRI LABIIRIE BRX 22— MEE ARIEE AT R S — MR X ER, SRk EERE
RO A 1A R B R —LEIRHIRY, FF AR B R B ()| 4575 =0 XA FF R JR075 &R AT LATY
RN

Defense

Passive Defense
3 HaTALLRIEEH T SNSRI = B0 TR B EH— RO 07 =, AR e, A2
AR BFHE
o —TFHEMEENBAE
o —FREETHIBE
WD 2B B O0E, MEh B IR 2. (RAE B R RN, | ST AEE 1) IR F ) | R8F 7 SRTE R AR

EHE RN EEERmEmN—ANEhE
Tiger Cat
&

BA— Filter,iX4 Filter, AJLAKUIR Attack Signal B9, 2 SE F@ITXA Filter AR E, —RRAYE]
BEAKESZEIENN B Attack B Signal BIZiXA Filter LG, EfaLEEHIE D, 1LY Network <
SHPRRER

BB AR, BRGEERER Filter, A ] LUXEXFPRAERIE, BEUEEEFERY Filter, 7 BEEEISEARATH

Sl AL RAFECX NIREEAE R IFEBRIME S RICE R R — SRR, TEEm I LAE
FHERIFRIBG IR T

Do not influence
Original classification

Attack signal

Less harmful
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iR, BN BL FAZRIERE RN, LREZISRXKE A 1L TIESDBIZRRLAG, f25#HHR
REREMRFTE—MER

——
Smoothing
Keyboard tiger cat
0.98 0.37
—
Smoothing
tiger cat tiger cat
0.04 0.45 Side Effect!
IERN NEXKE A — P AFE R AR (R LA B R A XK E B — R =i ERER

FE RERILUEEHMXKE A EEE—EH I3 M T XE—RE e BERIIE— 63
RERGE (RAAIHHRERLZ AR T FKZ Keyboard 3R, Tiger Cat

FTLAC RIS S18 A LAAFE B R0, 51E Adversarial Attack

AR AR, R ARAT LR, X/ Adversarial Attack,iX/™ Attack g9 Signal HEEREE—/15E LAY
HE—MIGERN S, A e, H A 2H(E Sample —4 Noise, ERJLAKEEREIN

HAZRIBLE TR (RAEE Sample —/ Noise HAARRIARIBIE YRR, ATLABE AL, S LIS A TIRY
NS, ERIFBERTRE, SR AR MERMCLUS BB NG AR SIS T AP EM AR GRS B
R EMFERNE R E/NRERRAE H M —RE HSEA KSR G PRAVESR

SPNXMERILATTTE et 2R —EENERR LLinR AR e 2 B BERIE A BF Machine AiEERE
Tiger Cat (B2 HECHHEMERMLLUS HERBEHHRE R IR (B2ER Confidence RIS EIRL TS
7 E RS NSELLRAHE, e ERINFEERH BT LG MRS A (R A BESEERE
XHEBIIERI L MIEKITLHE EMSIEN—LEER SEURFRIERRF G BRHHRER

HSGX - F RIS R B RE RABIMGE IR T ASERMCLAS N BB B EASRAYIE 256k
i B—RYINER BRMRIRIMEDE, B EDE



Image Compression Generator

https://arxiv.org/abs/1805.06605

:

{RABE(RE—IKE R0, 775% JPEG HLAS BRI N EM KB AP thir KRB X — 4 EE SirT LU LRI ERY
ElR KA AEFERNRERIE S LULRERINS R B IEEE (hEE A —RIIRER 18
SRS AR EE RS K EANE AP S AV S Z R RIS LB AR ARF A LARIFR
AYtEE

EBRIFT5iE R Generator BI753E iF HA E(RUAEE, KFREEL)|I4MI Generator

BE—FRIRIMERL —IKE R XKE R B R RIS, A s8R BRI I AR 1L JAY
Generator, EE—IKIRMA—E—HFHIE B 2IEMARE . B Generator EffiEid, EFELES

BMRETBEE Ak, &% IXNME/ENAEM, B T8Y Generator REEAE—LE KM (FIEA S EESIC LR
SRRYZRAIN, B 70 Ef=H Generator R HRIVARA BBX NS RNE R HKMIE BB EXIRE AR
2% B2 Generator, B 1B EEHI Y H, T JEK Generator HiH—3KE F 1XKE R ERBIALG
Image Classifier fYE iz s

ABRETLAE IS RIS B A 7 IXGKE Fr, EEIN T —MUNIRAZRABAREIRY, XS Generator S, EB
) IERRIRT R, EMNRIRBBITIXERN, C R BE BT AE S A I HIX L FE /NI BRXARX LA/ AT
BRI T, Generator EEAEHSRAVE H2IRB TR (RHU AT LUAZIREIRIZEER

https://arxiv.org/abs/1704.01155
https://arxiv.org/abs/1802.06816

Passive Defense - Randomization

B2XH Passive 9 Defense IF, IXFF R ANRIBHHEN, B —MEFEARISS R, RATAIRA TEHAEHE, 224
FAIRIA FEFHX MERMEAIRHR TR PR B B REMMUX—FU7/E RE—BEAI AMERE
gL Al e s

BB AR LA 2B X 1S, A8k 2 Network BISE—B FrL USRI 4SSN ETE
Network BIEIZ N T — B, FrLABSZ 2 ARIE{REY Network BITHE, Zi1X—E B2 IX—EHREIK
SFE, ER A LAEE— Signal, 2ol LABHIAERX TR E A AT

FrLAMGX A shAIRA 1, EERR A AR, BREAM R BRR AR IEFRERX—R EHiEEEH —8
AZRFE(REHERE BB MM IR EIA 5 & st e B X3 A, B LU B B DR

RE—M B EREEIA A% B2 ERENE, B, S 2RE0E S EFAEEERES AL IIA
SHRN TR FERE CEAME R O T —IBEME XN 2 AR ERESRE R RS AR E X A
Defense AYRTEIT, JN_EZFHAREAY Defense AIS
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Input Image Resizedf Image Paddedﬂlmage

Xn X

______ ,__,

|

- —

&=\

CNN
Classification

|

Random Random Randomly
Resizing Padding Select One
Layer Layer Pattern

https://arxiv.org/abs/1711.01991

EEAMRAEIX R SRR M Jmibe, 13 Tl BN BVE B IR B — L2V INGUREE B AT AR Attack B9
NS BER( IPXERIBNARBERBIAXNE, 5 A —HDHE, b AT AR REIRHAE, BT USRI, Befl ) B 2#B
TRNEE & B3R

FE— I RENER L EMRME RN (REETEANE FRCX M R EREE SH M
73 BEGRIF/GIHRRE, BRSNS TNEE AN A IR AN S

{EXFHEEN B EHE 28I (EEE BRI AZLE(RAIBENAY Distribution RE, fthiX 2B RIEEIRIX
FhBAERYAETUAY, B INA BT, Universal 9 Attacks 2B TR, BRIRIREFHBENAIRTREMERE
SREIEANE BPRIARER Universal Attacks, B3— Attack BY Signal SJLARFRE B E H B9
1k ANE, 1 XHEF Randomization BIA R, F 25 Bl St Sy

Proactive Defense - Adversarial Training

BRNIA AR AR EIRIFA1E, BRIAE ERNRIFAE, EshBIBL R, B 1) | ZMEREL AR R, — FFHaim, s Zi)l 45
—MHEBRASEBIEANEER, —FHaAE 15— PR Robust, LR AR BERAVIREY, ARixXF)12:8975 70
AYf# Adversarial Training

ARX Adversarial Training 2/EER{ERINE, SLE(RE — L858} X NR—RAY Training 22—,
178 Image,IXI8F x k3k7R,Imagelabel A § k&R AR FA T ETRA IR0 S5 RR0)14— MEEL

IIER5E LIS 3 T SRARIE) | SRABN B, BN MEBLH TIEE, (MBI 8K o Bl o #BEHsk B
—L Signal 1.HXLEE K 3SR BB R Image, U & /RBIXA o' Bl 2" I RHEm
AYE—KE R BB R TIEG

Adversarial Training Training a model that is
robust to adversarial attack.

Given training set X = {(xl,j?l), (xz, 92), e (2N, ﬁy)}
Using X to train your model

Forn=1toN

Find adversarial input X™ given x™ by an attack algorithm
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WS (REEX LI hid IRAOE F 47 EIERAY Label SARE o' 356 &' LUS.ARAY Machine &
SHRRIEIR AR 2 MERE R e SRR RIE AR R (B2 RIEER M HREE N R ENE R 231 B
IBTHRAE RAREEMER «', B Label B2 TR E TN T

Given training set X = {(xl,j?l), (xz, P2), -, (xN,ﬁy)}
Using X to train your model

Forn=1toN

Find adversarial input X" given x™ by an attack algorithm

. Find the problem
We have new training data

X' = (749, (. 5%), . (+,97)
Using both X and X’ to update your model Fix it!

CIEMAFEHHR RS N MR EFHERLA S Y Label 27 ARBEIERRIERERY
Label 2 (RtiBERIEIAY Label ZE3E, FREAIRTEFREUE 7 —MERAGIGEEL I X' 159125
BEHEE, S — S AR EERIEET R Bk ! B 2" 26, & J 27,

XA gt F g, 2—R00 FMREIE X IR X' GlE—i2, SRS )5S E, BERE) IS maEn
FRLAUXEEAN Adversarial Training BIELSHEE, B 156 |15F— MER AR EEXMERR, BI85 R

Adversarial Training RIf&#
BRIX AN A, SCth A LA EE—F9, Data Augmentation B95i% RARIEE TESHER X' B0

HiBIXLE B InERSR SR HER XN SRR T B HHE8, 7 Data Augmentation X4 FRLAB A
448 Adversarial Training, 24— N ERAREEHSIRR

Adversarial Training for Free!
https://arxiv.org/abs/1904.12843

Proactive Defense

Adversarial Training Training a model that is
robust to adversarial attack.

Given training set X = {(xl,j‘ll), (xz,?z), . (xN,ﬁy)}
Using X to train your model
=» Form=1toN Can it deal with new algorithm?

Find adversarial input X" given x™ by an attack algorithm

. Find the problem
We have new training data

X = (5,9, (#,5%), . (#,5)
— Using both X and X' to update your model Fix it!

‘ Data Augmentation ‘



MREXEFIS AR REIRR Model oT8EFIEHHIRHES B SR E R E ABLRIVEEL (R
A ARG EEEESHER AR BICE SRR E M4, BT LALREVESL, BAY Robotics
RIBENEYF, BAR R Overfitting FTLIME RSB ABREHRIVEEL (REATLLR Adversarial Training,
KR IRAVIEEY, B Overfitting AR

ABXAN Process IF, EEABRREAYE H, BEH)|I%5 X4 Process Il RILAREMEY (RAILIEEER B
Fllgr BEEE R~ BES)I14 B AT RN, Hh AR NEESR X1 Process RAJLUREBMZIR,
BENFRFORLE

AB{&IXHE Adversarial Training EESTEMFEANREHZ, EARRGHEEEMPNERNBR SR

Algorithm F EIERAVEEL [EERBERTH, MRS KPR LI TR Model 197574, FHiRB# Adversarial
Training BYAHE#: & FEd, BF Adversarial Training, tBARRSHEISIH(EFAAY Attack BY Algorithm LA
Adversarial Training iX 28 A28 Al BeR IERAY

534b Adversarial Training AE— MR ARG 2 EREIFE K LLERSHNERHR (FMEBF 45k
— R IZEBLAIRH R EENXOFREER 7 AFEIGER )IETEER4ER 7 (B2 Adversarial Training
ERNIEER, B RERRE K HXE X (RNE R BTUK R ER HS 3K X', 100 BKE R AR
100 BN X' Seiix 4= oTaes ERRERa T

FRLMRS AN AIRIRAY Dataset fRARIBHE AR BEMASIEEM Adversarial Training,FirLA
Adversarial Training, 2 —PMURIZIEREZIRYG A IBE TRRX /N B ARBE T — 41 7A0

{8, Adversarial Training For Free, I XinFA( Jgi A4, B—LE75 AR ME Adversarial Training B9%ER A
&8 Adversarial Training BBEEARY,Computing BY Intensity, BEEREEHME Adversarial Training For
Free, EBEAEEARIMNITERIER T, #AZ Adversarial Training HIRER, BRXMESCEABTEIXS, 2B
BARSE

HBEIERIRLLE MBS FAR BEXMEE WEHIFEE 2L, BAN G 28 T sERIif AE
RAZRNAE T TR 88T Defense B30, BB H RIKRERFOENR, 1 &R X LT3 A AR E(

Attack: given the network parameters,
attack is very easy.

Concluding
MEINEIS

* Even black box attack is possible
Defense: Passive & Proactive

Attack / Defense are still evolving.

LA RSN SR TER, BRI E 5 =5 A RRIB I SR, S MBS LR, BB
BRESEIEMIER T BIXMESKAIIR,
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