Adversarial Attack P1-Basic Conception
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* You have trained many neural

networks. Aim to fool

the network
* We seek to deploy neural p

networks in the real world.

* Are networks robust to the inputs
that are built to fool them? =
* Useful for spam classification, w
malware detection, network
intrusion detection, etc. w
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Benign Image class (e.g., “Star Fish”)
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The target is “Star Fish”

Example of Attack

Benign Image Attacked Image

Tiger Cat Star Fish
0.64 1.00
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The target is “Keyboard”

Example of Attack

Benign Image Attacked Image

50 100 150
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How to Attack

(parameters
are fixed)

cat

fish

.

Y’ = f(x%)
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/{parameters

x ?
are fixed)

Non-targeted

L(x) = —e(».¥)

Y’ =f(x) y
fa

r

y=f(x)

x*=arg min L(x)
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How to Attack cat U

/{parameters y = f(x) y

are fixed) close e.g., fish

Non-targeted x* = arg__min _ L(x)
B
not perceived

L(x) = —e(y,y) by humans

target

Targeted [(x) = —e(y,y) + e(y, ytarget)
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xl xl Axl

. 0 A
Non-perceivable 1 e ] It
d(xo, x) < e x xz" A.x

* L2-norm

d(x°,x) = ||Axl|,
= (Ax;)? + (Ax)? + (Axz)? -

* L-infinity
d(x°,x) = [|1Ax]l

= max{|Ax,|, |Ax;|, |Ax3], ... }

ABX MRS
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Change
every pixel a

little bit
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Change one

pixel much E
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SELEHRNE R ENSB ARG FTEE A ERIBRYE F ERFESK Benign B HEVERE, ZVISE—
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Attack Approach
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x* = ar min L(x
gd(xo,x)ie (x)

x BR 2° BAiIf Distance B/NKRER x BRX NIRREIRE SRR, Bl 15 BXMRH=E

WERITX MR HI E I (RERSRFEXNARAE, (RESLEX /N, B AXREA] Train —MEBUHESES
B EERI, I IES—EIRARHE #FILXA Optimization BIRIRLEIRE, SRR LABIREY
Network f92#4, E1L— Loss &/

HNSKRRAZIBSEPIrENetwork £ Input 12

w',b" =arg miglL Difference?
w,

Atta C k A p p roac h Update input, not parameters

x*=arg min L(x)

Gradient Descent

Start from original image x° i 7
Fort =1toT T lx=xt-1
xt o i1 — 0x;
U P |
dx, X=X

{R538 Input BB—ik Image, BIER Network SEAY—ER5 7AFF Minimize {REJ Loss Function Ffiz
RTY

I7E Network BISEREER, IR EE Input 335,1L Input BIEBHS EHEE, X Minimum —4 Loss
MLER 7 FA—H#E2 Gradient Descent, EEE IR

IREIXEHHIL FLR(RESTE A Initialization I, BAIJIERAINIR AR Network B4, 2 x, 2R Input B9
Image (BEREIXERE—MIRHEYE JIAXT

IRERFE— 1 Gradient Descent RIBHE#NIRLEIE BV EIR T ERRIEELL BT TR

o {REJRERSMBENIAT Image FFA IRETRESM =0 FFE BEUAE 1Ak 25 22100, B0 18R 280 x B6Z
R 20 AT BRRIRTM o0 FFAERTR /R ° FFiaH

o (REETSRILHIEAT x TTRERAIR 2° LB FTLUMRRIMALAT X REFIAHEIXA 20 SERER °
SRR T REHER, —A%AY Gradient Descent @—1&—#EA7, (I JF2 Iterative & Update {REIS
BLARHIR— Iteration,t FAS 1 B TRABREE— Iteration B[ {FEPSITE Gradient REXA
Gradient A~2 Network 233 Loss B9 Gradient A JMEBEELAE Network 2447, M2 Input
BB—3k Image x,XJ%< Loss Y Gradient, BB Input iIX4 x, EEE—MEKNEER, EEEHMES X1
x2 x3 B ARIEITEIX Input Image 2H,8—MUEXT L BYBHS 5 x1 X L B9RHD X2 X9 L
Hilmis Bk EH— Gradient, FIiX4 Gradient, 75 Update {/RHY Image fiéE55R 7

o FTLAMRZASSEA] Image 0, BRUAISX A Gradient BRETEIREET’ E—4 Learning Rate, FiIR—HiR
Gradient Descent 2—E—#EHY, REE Gradient Descent FIXISR, WS EURRL Input MIE, EHAth
EE2—HEAY, 1B E Learning Rate BRS(HEERAAGHES e L— Gradient, 3k Learning Rate, i
1HIERAY Image, SATEHSEIFEY Image {RATLA Iteration 1B, FEER—AZAY Gradient Descent &—
wE—f

BRXNEEIRE Constraint BIBIRE 32 TRFASIE Constraint ili#EER



R E—RRFA M Gradient Descent B9BHE B 1FHZ BB, Gradient Descent FIXISIHH RS,
BN KBIRRR IS — B K EET

ARINTERR I 2B PREIA9, B PR x IR 20 i IA9EIE— B INRER 20 BREE B ERIX AN EJRAIE
{FRLE(RAY Gradient Descent ¥, BII— Module

x*=arg min L(x)
d!xo,xISE

Gradient Descent

Start from original image x°

Fort=1toT
Xt xt1_ ng
If d(x,x) > ¢

xt « fix(xh)

XA TER Gradient Descent IXANEELE (EE2HERITERE 20 IR x ZENER, EEEEIXHE
1B, 1XANR XN TERE 7 ANMEHk, IFE b E R

{R Update SSREISEINTRIV AR o' B8 20 ROZIERRL « LU (RAH—MESIB o MEIBE
PR SPRHIRREER 7
BRI RISFA TBERAIE L-Infinity, Fefi IAOXA 2° 1EX M7 BREA A x ERLIFERSEE R
BN SRAEERSEE

w',b" =arg mill)’lL Difference?
w,

Attack A PProac h Update input, not parameters

— Different optimization methods

x* =arg [mm] L(x)
d £
Different constraints

Gradient Descent after
. g update
Start from original image x° L-infinity .
Fort=1toT ’fixed
xt—xt"t—ng .
If d(x“, x) > e I—— :
xt < fix(xh) £

EA L-Infinity 2378 2° IR x ZIASARIZEDR AL 7 MERIEIEM AR

PRUAS RIB(REMGEIX ™ Gradient Descent,F Gradient 2 Update {39 x LIS, E— X RIS EEHEIX
MEREIEE A 1T BBEELRIE Update LIS, —E& X MEEREIE, (77, RE Update #B8H T 1EHE FRE
CHIERMER 7

FTAS RIZ M S BINREGE AR R FER B BIX N R HEE 7 EED A EEE I — MR E B RR
IR B B SRR RMAER 7 MR 7



ABESCiIXFH Attack BIFEZ ARRIZER FAERESER LR LAKE] BTURHRY Attack 735 (BESLEA)
AOFSTRERAER, Fef 1S RIHRIX AN SF18 BRENNBEA— RIS ERE EWE Constraint A—+, EiE
Optimization BY75iAA—H (BREHEEREAZR Gradient Descent, B JRE#HER—HH), R2XORE
BESBAERY Optimizer, XINRAJ LB RERIRE), EM BRI Attack 755 (B EI ESHERA IR Fe
MSRIRARERIXMIF

9F BRI TSR A RARNB— N RE B Attack B9755% B E2(EAEE{RZEIISimple Baseline FrFl
AY73i%

XA FGSM BREREMAINE, IEFE &, SUff Fast Gradient Sign Method 485

x" =ar min L(x
gd(xo,x)se (x)

Fast Gradient Sign Method (FGSM)
https://arxiv.org/abs/1412.6572

Start from original image x°

For t = 1 o=

Xt e pt-1 ng

EEEHE CHER— N —FBA—F ERB—T K —MRIFEM Gradient Descent RIRFR R
Update Z#IRZIX (B2 FGSM ERFEAMLHE ERER Update —XRSH BEREIEB —HUR,
—dEmiEH— A LA Attack BRZORY Image, FTLAESEWE, A5 Iterative Y% Update SELBRIMER
R EA R —IREIIE, BAI R —IRAY Attack

RE G Xiale, e T — MFBIBNRTT BBER B EMIX MFBIRTTH KR BEE— TNRIAS LA T #E
SRHESEXEFREE BRI A EEZAIX, Gradient Descent AYE FL LS EE— Sign

x" = ar min L(x
gd(xo,x <e ( )

Fast Gradient Sign Method (FGSM)
https://arxiv.org/abs/1412.6572

Start from original image x° i L ]
Fort = 1 e sign _ax1 | o yt-1

t pt-1 _
R g=| . (oL
sign o, | = yt-1

XA Sign 2HEEEXA Sign FEERIR NRESHETAHERR 0,8 iIskimt 1.15SEmaENGR
0, FAIBIAL -1, FTLAINT Sign LIS, IXA g 4™ Vector I, BIEEZEHE 1 EWHE -1



x* = ar min L(x
gd(xo,x <e ( )

Fast Gradient Sign Method (FGSM)
https://arxiv.org/abs/1412.6572

Start from original image x°

Fort = 1o t1
xt e xtt - +1 _
/N[l 9z

+1

£ +1

- oL -
sign a_xllx=xt—1

‘ aL
sign E | = pt-1

if t >0,sign(t) = 1; otherwise, sign(t) = —1

RRUNR(REE Gradient, BRHMEATLAZETAY Real Number (BIIFEEX Sign, 2 1 ZWE -1.FrLA
g EEMER 1 5E R -1,9875 Learning Rate IJg,Learning Rate & & iE{RIXIBANXA € 8B K,i1Xi8
Learning Rate E¥EFIR—MN—1E—HERY, B8N —1E— NS BRI R

Attack Approach

x* = ar min L(x
gd(xo,x <e (x)

Fast Gradient Sign Method (FGSM)
https://arxiv.org/abs/1412.6572

Start from original image x°

- oL -
For t = 1 e t1|sign a_xllx=xt—1
t -1 _ +1
AN 1 B et R
. +1 +1|sign ox, | o= yt-1

L-infinity

if t > 0,sign(t) = 1; otherwise, sign(t) = —1

SRR R MIEF UG R—EEFEXN ESEEN M AENNS R FRER XN G B
EWE 1 BWE -1 EE—EEWE 1 BWNE-1 BIRIEARL ¢ SRS ¢ LIS RSRN «° BIEE
BN ¢ BWMHEEAN ¢ BEWHERE LR « EWHEE T ¢,

IS Rse— IR AREIXA 2° e — R, B—E S BRI AN A AN SR,

E—EEXIINMNEZAE A —N BRI S SN —EEER A LA R R LA MR LAE Simple
Baseline

BERFEMASAR—EUREHEFR NREZ LR SIS Iteration ZERAEEHIFIS, &FLF,
FRLAZ 1A Iteration, i Medium Baseline #iiXtf+



Attack Approach

x*=arg min L(x)

d(x%x)=e

Iterative FGSM
https://arxiv.org/abs/1607.02533

Start from original image x°
Fort=1toT

xt — xt—l

—ng
Ifd(x%x) > e
xt < fix(xh)

after

L-infinity update
L
fixed

_— —-— xo
- oL :
+1|sign a—xl|x=xt—1
g = aL
+1

(2.

xt—l)

FRLAEEEZ BT Iteration fREIBASRZ REE—A Iteration I ARSI LA Iteration T, ST
Iteration /R Iteration, BMEBRIRE ik, FUKAN LN 3 I 5 7 10 1,2 #J 11 Iteration

BMERE S Iteration AUMLE MRBEARE—RIVOFRER, B sE— A IvO L T X MY BANE
B AR A FRSTE R e SRR R AEE B I BRI B RMER 7 (R E DX NRXNMEERS

Update LAfS, BEHIXANUG T2 AR EX I BE, B— MR IR IR B I R e, fUEER N Bk AR 7. 1F
XNHER Iterative BY FGSM, BERILAES{RiZ Medium BY Baseline
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